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METHOD FOR A NETWORK DEVICE INSERTED BETWEEN POINT TO 
POINT CONNECTED STATIONS TO AUTOMATICALLY NEGOTIATE 
COMMUNICATION PARAMETERS BETWEEN THE STATIONS 



COPYRIGHT NOTICE 
Contained herein is material that is subject to copyright protection. The copyright 
owner has no objection to the facsimile reproduction of the patent disclosure by any 
person as it appears in the Patent and Trademark Office patent files or records, but 
10 otherwise reserves all rights to the copyright whatsoever. 

BACKGROUND OF THE INVENTION 

Field of the Invention 

The present invention relates to data networking. In particular, the present 
15 invention relates to a method and apparatus for a network probe to synchronize enhanced 
modes of operation between two nodes connected via a point-to-point link, into which 
link the network probe is inserted. 



Description of the Related Art 

20 With reference to Figure 1, prior art data networks generally utilized one or more 

shared media hubs, e.g., hub 10. Multiple nodes, or end user workstations, e.g., 
workstations I, 2 and 3, were coupled to a shared communications that was, in turn, 
coupled to a port on the shared media hub. The hub 10 had multiple ports (e.g., ports 11, 
21, 31), each coupled to a different shared communications medium. High end 

25 workstations, or servers, such as file servers or print servers, were also coupled via a 
dedicated or shared communications medium to a port on the shared media hub. 
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As the applications running on these data networks became more mission critical, 
and bandwidth utilization of the shared communications media increased, it became 
advantageous to monitor, for example, the performance and the error rates of data traffic 

5 on the shared communications media to facilitate proper operation of the data network. 
To accomplish this monitoring, network monitoring devices were configured into shared 
media hubs, or coupled to the port (41) of a shared media hub via a communications 
medium (40) as stand-alone devices (e.g., probe 4). In either configuration, the 
monitoring devices were typically referred to as probes. The probes would 

10 promiscuously monitor the data traffic on all shared communications media in the 

network and look at, for example, performance and error statistics, data traffic patterns 
and typical data flows across the shared communications media. 

As shown in Figure 2, as performance requirements of prior art data networks 
15 continued to increase, and additional performance intensive applications were employed, 
the shared communications media coupled to the shared media hubs were typically 
divided into multiple network segments (e.g., network segments 201, 202 and 203) to 
reduce data traffic on each segment, although all network segments were still in the same 
collision domain, i.e., the network segments were not electrically isolated. Data 
20 communication between these segments generally utilized well known backbone, rather 
than switching, technology. 

As performance requirements continued to increase to meet traffic demands, 
switches such as switch 220 illustrated in Figure 2 were used to segment the network into 
25 multiple collision domains. Segmenting the network into multiple collision domains 
prevented a data packet from one segment (e.g., segment 201) traversing the network to 
another segment (e.g., segment 202) unless the data packet was destined to a particular 
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device on the other segment. Such a determination was based, for example, on a 
destination address specified in the data packet. 

The problem, however, in monitoring network performance in such an 
5 environment utilizing probes was that a single probe was required for each segment in 
order to promiscuously monitor the data traffic on that segment. With reference to Figure 
3, as the data networks became highly segmented, it became evident that it was 
impractical to attach a probe to each segment in the network to promiscuously monitor all 
traffic. Rather, network administrators tended to concentrate probing activities to highly 

10 concentrated server farms or segments in the network where the traffic was the busiest, 
for example, a segment from a switch to a file server. These file servers were typically 
coupled via a dedicated point to point communications medium to a port on a switch to 
provide, for example, a data communications rate of 10 megabits per second, 100 
megabits per second, or even 1000 megabits per second, to the file server. Connecting 

15 the file server using a dedicated point to point communications medium to the switch 220 
formed a single station network segment. In a single station network segment, it was 
impossible to attach a probe to that segment to promiscuously monitor network traffic 
because only a single port was necessarily available for coupling the segment to the 
switch. To overcome this limitation, a multiport repeater was inserted between the 

20 switch and the file server, e.g., repeater 233 between workstation 3 and switch 220 in 
Figure 3, thereby providing additional ports (on the inserted multiport repeater) to 
facilitate connection of a probe (e.g., probe 235) into the segment. 

Although switch 220 in Figure 3 shows only six ports for purposes of illustration, 
25 it is understood that a switch may have sufficient ports to support, for example, ten, 

twenty, or more servers. In such a situation, it becomes impractical to attach a repeater 
between every server and switch port to promiscuously monitor data traffic, due to the 
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increased cost, space, and asset management responsibilities encountered as a result of 
the additional equipment. In addition, for each communications medium that was to be 
monitored, that network segment would have to be taken down, the server disconnected 
from the switch, the repeater inserted into the communications medium, and the server 
5 communication reestablished. This process would be highly disrupting to data 

communications in the network. Moreover, in attempting to diagnose a performance 
problem, one would be required to shut down the network segment, insert a repeater, and 
couple a probe to the repeater in order to collect monitoring data. By the time the probe 
was operable, the performance problem may well have disappeared. 
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With reference to Figure 4, a prior art probe as may be utilized in a typical 
switched data networking environment is illustrated. Multiple network segments 201, 

202 and 203 are coupled to a shared media hub 200. Each segment is connected to 
separate modules 204, 205 and 206, respectively, within the hub. Each of the hub 

5 modules are coupled via a dedicated communications medium 40 1, 402 and 403 to an 
individual port 404, 405 and 406 on a switch 220. (Alternatively, segments 201, 202 and 

203 may each be a dedicated communications medium, in which case, the segments 
would be directly coupled to respective ports 404, 405 and 406 on switch 220.) Ports on 
the switch are additionally shown connected either to a dedicated network device, e.g., 

10 device 2 (perhaps an end user workstation or a server), or connected to prior art probe 
400. More specifically, a port (e.g., port 407) on the switch may be connected to a port 
(e.g., port 408) on the probe. Another port (409) on probe 400, in turn, is coupled to a 
network device such as workstation 1. While the network device illustrated is a 
workstation, it is appreciated that the network device may be another switch, a server, or 

15 other network device. Probe 400 includes circuitry for repeating data packets between 
the switch and the network devices coupled to the probe. 

The probe 400 utilizes internal bypass circuitry in promiscuously monitoring the 
communications medium coupling network devices 1 and 3 to the probe. The probe 

20 promiscuously monitors all traffic between the hub 200 and switch 220 destined for or 
received from either network device 1 or network device 3. All data traffic is captured, 
and potentially saved, e.g., for some form of analysis or statistical compilation. The 
probe analyzes those packets according to, for example, the remote monitoring standards 
RMON I or II. These standards promulgate, for example, specific statistical 

25 characteristics, such as user history, performance and error rates and traffic patterns 
between different workstations on the network across all layers of the International 
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Standards Organization (ISO) Open Systems Interconnection (OSI) seven layer 
networking model. 

Today, network devices, or nodes, are capable of operating in any one of a 
5 number of modes, defined in terms of the media type(s) over which the nodes transmit 
and receive data, the speed of the data transmission, full or half duplex communication of 
the data, etc. Thus, IEEE Standard 802.3u, clause 28, provides for Auto-Negotiation. 
Auto-Negotiation allows a device connected at one end of a point to point 
communications medium to advertise modes of operation of which it is capable to a 
10 device at the opposite end of a point to point link, and to detect corresponding 

information that the other device may be advertising. However, when a prior art probe is 
inserted between such nodes in a point to point link, the nodes are no longer able to 
directly negotiate the highest common mode of operation between them by means of the 
Auto-Negotiation function. What is needed is an improved network probe that negotiates 
15 and synchronizes enhanced modes of operation between two nodes connected via a point- 
to-point link, into which link the network probe is inserted. 
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BRffiF SUMMARY OF THE INVENTION 



Described is a method and apparatus for a network probe inserted between two 
nodes in point-to-point link to synchronize enhanced modes of operation between the two 
5 nodes. The probe utilizes IEEE 802.3u Clause 28 Auto-Negotiation to detect and 

advertise corresponding information regarding modes of operation for the nodes between 
which it is inserted in the point-to-point link, to achieve a highest priority common mode 
of operation between the nodes. 
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BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWINGS 



The present invention is illustrated by way of example and not linniitation in the 
following figures. Like references indicate similar elements, in which: 

5 

Figure 1 is an illustration of a data network utilizing a shared communications 
media hub. 

Figure 2 is an illustration of a data network utilizing a switching hub (switch) to 
10 provide a dedicated communications medium to a network device. 

Figure 3 is an illustration of a prior art method of monitoring performance in a 
data network utihzing a repeater coupled to each network device. 

15 Figure 4 is an illustration of a prior art network probe. 

Figure 5 is a diagram of a finite state machine embodying the present invention. 

Figure 6 is a block diagram of a network probe in accordance with an 
20 embodiment of the present invention 

Figure 7 is a block diagram of a network probe configuration according to one 
state of the finite state machine depicted in Figure 5. 

25 Figure 8 is a block diagram of a network probe configuration according to one 

state of the finite state machine depicted in Figure 5. 
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Figure 9 is a block diagram of a network probe configuration according to one 
state of the finite state machine depicted in Figure 5. 

Figure 10 is a block diagram of a network probe configuration according to one 
5 state of the finite state machine depicted in Figure 5. 
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DETAILED DESCRIPTION OF THE INVENTION 
The present invention provides a method and apparatus embodied in a network 
probe inserted between two nodes connected via a point-to-point link for negotiating and 
synchronizing enhanced modes of operation between the two nodes. In the following 
5 description, numerous specific details are set forth in order to provide a thorough 

understanding of the present invention. It will be apparent, however, to one of ordinary 
skill in the art that the present invention may be practiced without these specific details. 
In other instances, well-known architectures, circuits, and techniques have not been 
shown to avoid unnecessarily obscuring the present invention. 

10 

In alternative embodiments, the present invention may be applicable to 
implementations of the invention in integrated circuits or chip sets, wireless 
implementations, switching systems products and transmission systems products. For 
purposes of this application, the terms switching systems products shall be taken to mean 

15 private branch exchanges (PBXs), central office switching systems that interconnect 

subscribers, toll/tandem switching systems for interconnecting trunks between switching 
centers, and broadband core switches found at the center of a service provider's network 
that may be fed by broadband edge switches or access multiplexors, and associated 
signaling, and support systems and services. The term transmission systems products 

20 shall be taken to mean products used by service providers to provide interconnection 
between their subscribers and their networks such as loop systems, and which provide 
multiplexing, aggregation and transport between a service provider's switching systems 
across the wide area, and associated signaling and support systems and services. 

25 With reference to Figure 5, a diagram of a finite state machine 500 embodied by 

the present invention is provided. The finite state machine 500 negotiates and 
synchronizes enhanced modes of operation between two nodes connected via a point-to- 
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point link. The finite state machine 500 is implemented at the network probe inserted 
between the two nodes to negotiate with each node between which it is inserted in 
accordance with the Auto-Negotiation function. 

Pursuant to IEEE Std 802.3u, clause 28, the Auto-Negotiation function is used as 
the signaling method to automatically configure a preferred mode of operation between 
two CSMA/CD compatible network devices that use the 8 Pin Modular connector 
specified in ISO/IEC 8877 and that also encompass multiple operational modes. Annex 
ffiEE Std 802.3U, draft 5.3, June 12, 1995, section 28B.3 Priority Resolution, page 363, 
specifies the priority of modes of operation; they are: 

1) 100Base-TX, full duplex, 

2) 100Base-T4, 

3) 100Base-TX, 

4) lOBase-T, full duplex, and 

5) lOBase-T. 

Two nodes connected via a point-to-point link may negotiate the best common 
mode of operation between them, according to the above priority. In the prior art, the 
nodes are not able to so negotiate when a network probe is inserted therebetween. The 
finite state machine of the present invention, operating at the probe, makes Auto- 
Negotiation between the nodes possible notwithstanding the physical presence of the 
probe between the nodes. The finite state machine operating in the probe effectuates the 
transfer of information of availability of multiple modes of operation between the nodes 
in the point-to-point link. 
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Figure 6 illustrates a block diagram of a probe as may be utilized by an 
embodiment of the present invention. The probe 100 comprises a plurality of 
input/output ports, one input/output port 101 for each point-to-point link supported by the 
probe 100. Each input/output port 101, in turn, is divided into as many channels as there 

5 are possible common transmission speeds between the nodes. Each channel comprises a 
pair of repeaters for transmitting data at a data transmission speed that matches the data 
transmission speed of the network devices attached to the channel. Two repeaters are 
necessary to avoid collisions when operating in full duplex mode, i.e., when transmitting 
and receiving data from the attached nodes at the same time. Thus, for example, probe 

10 100 comprises a channel defined by 10 million bits per second (10 Mb/s) repeaters 1 10 
and 1 12 for receiving and transmitting data in accordance with the IEEE 802.3 
CSMA/CD protocol/Ethernet protocol, as well as a channel defined by 100 Mb/s 
repeaters 1 1 1 and 1 13 for handling IEEE 802.3u CSMA/CD protocol/Fast Ethernet traffic 
between the nodes. It is appreciated that other channels/repeaters may be included in a 

15 channel depending on the need to support yet other protocols operating at different 
speeds. 

Each repeater transfers data traffic between two physical layer (PHY) interfaces. 
For example, 10 Mb/s repeater 1 10 may receive and transmit data between PHYs 120 and 
20 121 in half duplex (Figure 7), or full duplex (Figure 8). If operating in half duplex mode, 
each channel has one repeater operational between two PHYs, and one receive data 
channel and one transmit data channel operational per PHY. If operating in full duplex 
mode, each channel has two repeaters operational, each between two PHYs, and one 
receive or one transmit data channel operational per PHY. 

25 

With reference to Figs. 5 - 10, an embodiment of the present invention is now 
described. Initially, the probe 100, in which an instance of a finite state machine 148 of 
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the present invention is implemented, is powered off, and electromechanical relays 160 
and 161are in bypass mode, that is, the relays are closed so that data transmitted by 
stations 130 and 132 bypass the probe altogether. Upon power up, the PHYs are 
configured in accordance with normal startup procedures and become operational. The 

5 probe opens the relays so that it is in pass through mode, i.e., the relays are opened the so 
that data transmitted by stations 130 and 132 pass through the probe for monitoring. 
Each PHY to which a station is attached performs Auto Negotiation with the station in 
accordance with IEEE 802.3u clause 28. For example, PHY 120 performs Auto- 
Negotiation with station 130, and PHY 121 performs Auto-Negotiation with station 132. 
10 After Auto Negotiation is complete, the finite state machine 148 has obtained the mode 
of operation from each PHY and compares the modes of operation for each station 
negotiated by the respective PHY to which the station is coupled. The finite state 
machine then enables the appropriate repeaters and paths between the PHYs to monitor 
the traffic as it passes through the probe, based on the modes of operation negotiated 

15 between the PHYs and the stations to which they are attached. 

Probe 100 comprises multiple pass through ports. A single pass through port 101 
is illustrated in Figure 6. One pass through port is capable of interconnecting two nodes 
to form a point to point link that may be monitored by the probe when powered up, or 

20 which bypasses the probe if the probe is powered off. A station 130 is initially coupled to 
PHY 120 via a receive data line 170 and transmit data line 171a. Transmit data line 171a 
may be switched for transmit data line 172b by switch 150 to transmit data from PHY 
123 via line 171b depending on whether station 130 is capable of transmitting and 
receiving data in full duplex, as determined by Auto-Negotiation. If station 130 operates 

25 in full duplex, switch 150 is controlled by finite state machine (FSM) 148 to couple the 
transmit line 171b from PHY 123 to station 130. If station 130 operates in half duplex. 
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FSM 148 controls switch 150 to couple the transmit line 171a from PHY 120 to station 
130 for half duplex operation. 

A station 132, at the other end of the point to point link from station 130, is 
5 initially coupled to PHY 121 via transmit data line 173 and receive data line 172a. 

Receive data Hne 172a may be switched by switch 152 in favor of receive data line 172b 
between PHY 122 and station 132 depending on whether station 132 is capable of 
transmitting and receiving data in full duplex. If station 132 operates in full duplex, 
switch 152 is controlled by finite state machine (FSM) 148 to couple PHY 122 to station 
10 132 via receive data line 172b. If station 132 operates in half duplex, FSM 148 controls 
switch 152 to couple PHY 121 to station 132 via receive data line 172a. Thus, switches 
150 and 152 control the selection of PHYs with which stations 130 and 132 transmit and 
receive data depending on the duplex mode of operation of the stations. More 
particularly, FSM 148 controls PHYs so that full duplex or half duplex communication is 
15 established between nodes 130 and 132. If both nodes can support full duplex 

communication, then full duplex communication is established. If one or both nodes can 
support only half duplex communication, then half duplex communication is established, 
as that is the best common mode of operation between the two nodes. 

20 Switches 140-145 are controlled by FSM 148 to utilize certain of repeaters 1 10- 

1 13 depending on the mode of operadon of nodes 130 and 132. If, for example, half- 
duplex, 10 Mb/s transmission speed is the highest common mode of operation between 
nodes 130 and 132, FSM 148 controls, in addition to enabling appropriate ones of PHYs 
120-123 as described above, selecting appropriate ones of repeaters 1 10-1 13. In 

25 particular, repeater 1 10 is enabled by selecting receive data line 190a at switch 140, and 
transmit data line 191a at switch 141, receive data line 192a at switch 142, and transmit 
data line 193a at switch 143. All other lines at all other switches 140-145 are disabled. 
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Figure 7 illustrates the circuitry depicted in Figure 6 that is utilized by probe pass through 
port 101 for exchanging data between nodes 130 and 132 at a particular data transmission 
speed (10 Mb/s) and in half duplex. For purposes of illustration, the switches that effect 
the circuitry used are not included in the drawing. 

5 

If, on the other hand, full duplex, 10 Mb/s transmission speed is the highest 
common mode of communication between nodes 130 and 132, FSM 148 enables the 
appropriate paths between PHYs 120-123 and repeaters 110 and 112. Both 10 Mb/s 
repeaters are used to avoid collisions that would otherwise occur if both stations 

10 concurrently transmitted data to the same repeater. In particular, receive link 1 90a 

between PHY 120 and repeater 110 is enabled by switch 140, transmit data link 193a is 
enabled between PHY 121 and repeater 1 10 by switch 142, receive data link I94a is 
enabled between PHY 122 and repeater 1 12 by switch 144, and transmit data link I95a is 
enabled between repeater 1 12 and PHY 123 by switch 145. The enabled circuitry is 

15 illustrated in Figure 8. Again, for clarity, the FSM and switches controlled thereby are 
not shown. 

Figure 9 illustrates the circuitry enabled by FSM 148 to provide 100 Mb/s half 
duplex communication between nodes 130 and 132. Switch 140 closes receive data line 

20 190b, while transmit data link 191b is enabled by switch 141, thereby providing for half 
duplex communication between PHY 120 and repeater 1 1 1, in support of station 130. 
Likewise, FSM 148 controls switches 142 and 143 to links I92b and 193b respectively, 
to provide half duplex communication between PHY 121 and repeater III in support of 
station 132. All other switches are open, thereby disabling communication over PHYs 

25 1 22 and 1 23 and repeaters 1 1 2 and 1 1 3 . 
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100 Mb/s, full duplex communication between nodes 130 and 132 is depicted in 
Figures 6 and 10, in which FSM 148 controls switches 140 and 143 to enable receive and 
transmit data lines 190b and 193b coupled to respective PHYs 120 and 121 for 
communication with 100 Mb/s repeater 111. FSM 148 further controls switches 144 and 
5 145 to enable receive and transmit data lines 194b and 195b respectively coupled to 
PHYs 122 and 123 for communication with 100 Mb/s repeater 1 13. Both repeaters are 
utilized to avoid collisions that would otherwise occur if stations 130 and 132 
concurrently transmitted data to the other station. 

10 As stated above, the relays for each channel are in bypass mode at power down of 

the probe. Upon power up, FSM 148 is in idle state 505. Configuration of the PHYs, 
including Auto-Negotiation, occurs next in accordance with the appropriate IEEE 
standard 802.3 procedures, and the relays are opened so that the probe is in pass through 
mode. In pass through mode, data packets transmitted between nodes connected to the 

15 probe are monitored by the probe, rather than bypassing the probe. At this point, the 
probe configuration is as illustrated in Figure 7, in which the stations communicate with 
each other according to the lowest priority mode of operation, e.g., 10 Mb/s data 
transmission speed, half duplex. 

20 Once Auto-Negotiation is completed by each PHY to which a station is 

connected, and the probe is in pass through mode, the finite state machine 148 compares 
the modes of operation negotiated by each PHY with its respective attached station. If 
only a single station in the point-to-point link, e.g., station 130 or station 132, but not 
both, is connected to a PHY at 10 Mb/s transmission speed, then FSM 148 transitions to 

25 state 510. If both stations in the point-to-point link are connected to a PHY at 10 Mb/s, 
then FSM transits to state 525, and the probe configuration remains as illustrated in 
Figure 7. 
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If a single station is connected to a PHY at 100 Mb/s transmission speed, then 
FSM 148 transits to state 515. If both stations are connected to a PHY at 100 Mb/s, then 
FSM 148 transitions to state 520. In transitioning from one state to another, FSM 148 

5 asserts the appropriate control signals 180-183, 186 and 187, respectively coupled to 
switches 140-145 to control the repeaters to be used, depending on the highest common 
mode of operation between the stations, as determined by such factors as speed and/or 
duplex. Moreover, FSM 148 controls the half-duplex, full-duplex switches 150 and 152 
also by asserting appropriate control signals 184 and 185, depending on the duplex 

10 negotiated by the PHYs to which the stations are connected. 
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CLAIMS 

What is claimed is: 

1 LA method for a network device to negotiate a common mode of 

2 communication between two nodes, comprising: 

3 a) establishing a first communication path between the network device and a first node; 

4 b) establishing a second communication path between the network device and a second 

5 node; 

6 c) establishing a third communication path through the network device, the third 

7 communication path coupling the first and second communication paths to provide a 

8 common mode of operation between the first node and the second node. 



1 2. The method of claim 1, wherein the network device is a probe and establishing 

2 the third communication path through the network device establishes a point to point link 

3 between the first and the second nodes. . 

1 3. The method of claim L wherein establishing the first communication path 

2 between the network device and the first node comprises negotiating a mode of operation 

3 with the first node. 

1 4. The method of claim 3, wherein negotiating a mode of operation with the first 

2 node comprises negotiating a speed of a transmission of data over the first 

3 communication path between the network device and the first node. 

1 5. The method of claim 3, wherein negotiating a mode of operation with the first 

2 node comprises negotiating one of half duplex and full duplex communication over the 

3 first communication path between the network device and the first node. 
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1 6. The method of claim 3 wherein establishing a second communication path 

2 between the network device and the second node comprises negotiating a mode of 

3 operation with the second node. 

1 7. The method of claim 6, wherein establishing a third communication path 

2 through the network device, the third communication path coupling the first and second 

3 communication paths to provide a common mode of operation between the first node and 

4 the second node, comprises: 

5 comparing the mode of operation with the first node and the mode of operation with the 

6 second node; 

7 selecting one of multiple communication paths through the network device as the third 

8 communication path that provides a common mode of operation between the first node 

9 and the second node. 

1 8. The method of claim 7, wherein the common mode of operation between the 

2 first node and the second node is the best mode of operation available between the first 

3 node and the second node. 

1 9. A network device that negotiates a common mode of communication between 

2 two nodes, comprising: 

3 means for establishing a first communication path between the network device and a first 

4 node; 

5 means for establishing a second communication path between the network device and a 

6 second node; 

7 means for establishing a third communication path through the network device, the third 

8 communication path coupling the first and second communication paths to provide a 

9 common mode of operation between the first node and the second node. 



19 



1 10. A network device inserted between point-to-point network connected 

2 nodes to support an operational mode of communication in common between the nodes, 

3 comprising: 

4 means for enabling a first transmit data path connection between a first port of the 

5 network device and the first node; 

6 means for enabling a second transmit data path connection between a second port 

7 of the network device and the second node; 

8 means for enabling a first receive data path connection between a third port of the 

9 network device and the first node; 

10 means for enabling a second receive data path connection between a fourth port of 

11 the network device and the second node; 

12 means for enabling a connection between a first repeater and the first and fourth 

13 ports, and a connection between a second repeater and the second and 

14 third ports to support full-duplex communication between the first and 

15 second nodes. 

1 1 1 . An article of manufacture comprising a machine readable medium having a 



2 plurality of machine readable instructions stored thereon, wherein the instructions, when 

3 executed by a processor, cause the processor to: 

4 a) establish a first communication path between the network device and a first node; 

5 b) establish a second communication path between the network device and a second 

6 node; 

7 c) establish a third communication path through the network device, the third 

8 communication path coupling the first and second communication paths to provide a 

9 common mode of operation between the first node and the second node. 
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1 12. The article of manufacture of claim 11, wherein the network device is a probe 

2 and wherein the instructions that cause a processor when executed to establish the third 

3 communication path through the network device causes the processor when executed to 

4 establish a point to point link between the first and the second nodes. 

1 13. The article or manufacture of claim 11, wherein the instructions that cause a 

2 processor when executed to establish the first communication path between the network 

3 device and the first node cause the processor when executed to negotiate a mode of 

4 operation with the first node. 

1 14. The article of manufacture of claim 13, wherein the instructions that cause a 

2 processor when executed to negotiate a mode of operation with the first node cause the 

3 processor when executed to negotiate a speed of a transmission of data over the first 

4 communication path between the network device and the first node. 

1 15. The article of manufacture of claim 13, wherein the instructions that cause the 



2 processor when executed to negotiate a mode of operation with the first node cause the 

3 processor when executed to negotiate one of half duplex and full duplex communication 

4 over the first communication path between the network device and the first node. 



1 16. The article of manufacture of claim 13 wherein the instructions that cause a 

2 processor when executed to establish a second communication path between the network 

3 device and the second node cause the processor when executed to negotiate a mode of 

4 operation with the second node. 

1 17. The article of manufacture of claim 16, wherein the instructions that cause a 

2 processor when executed to establish a third communication path through the network 
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3 device, the third communication path coupling the first and second communication paths 

4 to provide a common mode of operation between the first node and the second node, 

5 cause the processor when executed to: 

6 compare the mode of operation with the first node and the mode of operation with the 

7 second node; 

8 select one of multiple communication paths through the network device as the third 

9 communication path that provides a common mode of operation between the first node 
10 and the second node. 

1 18. The article of manufacture of claim 17, wherein the common mode of 

2 operation between the first node and the second node is the best mode of operation 

3 available between the first node and the second node. 
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ABSTRACT OF THE DISCLOSURE 



A network probe inserted between two nodes in point-to-point link synchronizes 
modes of operation between the two nodes. The probe utiHzes IEEE 802. 3u Clause 28 
5 Auto-Negotiation to detect and advertise corresponding information regarding modes of 
operation for the nodes between which it is inserted in the point-to-point link, to achieve 
a highest priority common mode of operation between the nodes. 
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Attorney s Docket No.: 082771 ■P262 Patent 
DECLARATION AND POWER OF ATTORNEY FOR PATENT APPLICATION 



As a below named inventor, I hereby declare that: 

My residence, post office address and citizenship are as stated below, next to my name. 

I believe I am the original, first, and sole inventor (if only one name is listed below) or an original, 
first, and joint inventor (if plural names are listed below) of the subject matter which is claimed and 
for which a patent is sought on the invention entitled 

METHOD FOR A NETWORK DEVICE INSERTED BETWEEN POINT TO POINT CONNECTED 

STATIONS TO AUTOMATICALLY NEGOTIATE COMMUNICATION PARAMETERS 

BETWEEN THE STATIONS 

the specification of which 

X_ is attached hereto. 

was filed on ^ as 

United States Application Number 

or PCT International AppHcation Number 

and was amended on - 

(if applicable) 

I hereby state that I have reviewed and understand the contents of the above-identified 
specification, including the claim(s), as amended by any amendment referred to above. I do not 
know and do not believe that the claimed invention was ever known or used in the United States of 
America before my invention thereof, or patented or described in any printed publication in any 
country before my invention thereof or more than one year prior to this application, that the same 
was not in public use or on sale in the United States of America more than one year prior to this 
application, and that the invention has not been patented or made the subject of an inventor's 
certificate issued before the date of this application in any country foreign to the United States of 
America on an application filed by me or my legal representatives or assigns more than twelve 
months (for a utility patent application) or six months (for a design patent application) prior to this 
application. 

I acknowledge the duty to disclose all information known to me to be material to patentability as 
defined in Title 37, Code of Federal Regulations, Section 1.56. 

I hereby claim foreign priority benefits under Title 35, United States Code, Section 119(a)-(d), of any 
foreign application(s) for patent or inventor's certificate listed below and have also identified below 
any foreign application for patent or inventor's certificate having a filing date before that of the 
application on which priority is claimed: 

Priority 

Prior Foreign Application(s) Claimed 



(Number) (Country) (Day/Month/Year Filed) Yes No 
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(Number) (Country) (Day/Month/Year Filed) Yes No 



(Number) (Country) (Day/Month/Year Filed) Yes No 

I hereby claim the benefit under title 35, United States Code, Section 119(e) of any United States 
provisional application(s) listed below: 



(Application Number) Filing Date 



(Application Number) Filing Date 

I hereby claim the benefit under Title 35, United States Code, Section 120 of any United States 
application(s) listed below and, insofar as the subject matter of each of the claims of this application 
is not disclosed in the prior United States application in the manner provided by the first paragraph 
of Title 35/ United States Code, Section 112, 1 acknowledge the duty to disclose all information 
known to me to be material to patentability as defined in Title 37, Code of Federal Regulations, 
Section 1 .56 which became available between the filing date of the prior application and the 
national or PCT international filing date of this application: 



(Application Number) Filing Date (Status - patented, 

pending, abandoned) 



(Application Number) Filing Date (Status ~ patented, 

pending, abandoned) 

I hereby appoint the persons listed on Appendix A hereto (which is incorporated by reference and a 
part of this document) as my respective patent attorneys and patent agents, with full power of 
substitution and revocation, to prosecute this application and to transact all business in the Patent 
and Trademark Office connected herewith. 

Send correspondence to William W. Schaal , BLAKELY, SOKOLOFF, TAYLOR 

(Name of Attorney or Agent) 

ZAFMAN LLP, 12400 Wilshire Boulevard 7th Floor, Los Angeles, California 90025 and direct 

telephone calls to William W. Schaal , (714) 557-3800. 

(Name of Attorney or Agent) 

I hereby declare that all statements made herein of my own knowledge are true and that all 
statements made on information and belief are believed to be true; and further that these 
statements were made with the knowledge that willful false statements and the like so made are 
punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States 
Code and that such willful false statements may jeopardize the validity of the application or any 
patent issued thereon. 
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Full Name of Sole/First Inventor MOSKQVICH . REUVEN 



Inventor's Signature Date . 



Residence , Citizenship _ 

(City, State) (Country) 

Post Office Address „ ~ 

Full Name of Second/Joint Inventor SHVIRSKY. YUVAL 



Inventor's Signature ^^1^ ■ 



Residence Citizenship _ 

(City, State) (Country) 

Post Office Address ^ . 



Full Name of Third /Joint Inventor TROST. ARIE 

Inventor's Signature . Date — _ 

Residence Citizenship 

(City, State) (Country) 

Post Office Address . 
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APPENDIX A 



William E. Alford, Reg. No. 37,764; Farzad E. Amini, Reg. No. P42,261; Aloysius T. C. AuYeung, Reg. No. 
35,432; WilHam Thomas Babbitt, Reg. No. 39,591; Carol F. Barry, Reg. No. 41,600; Jordan Michael Becker, 
Reg. No. 39,602; Bradley J. Bereznak, Reg. No. 33,474; Michael A. Bernadicou, Reg. No. 35,934; Roger W. 
Blakely, Jr., Reg. No. 25,831; Gregory D. Caldwell, Reg. No. 39,926; Ronald C. Card, Reg. No. P44,587; 
Thomas M. Coester, Reg. No. 39,637; Stephen M. De Klerk, under 37 C.F.R. § 10.9(b); Michael Anthony 
DeSanctis, Reg. No. 39,957; Daniel M. De Vos, Reg. No. 37,813; Robert Andrew Diehl, Reg. No. 40,992; 
Matthew C. Fagan, Reg. No. 37,542; Tarek N. Fahmi, Reg. No. 41,402; James Y. Go, Reg. No. 40,621; James 
A. Henry, Reg. No. 41,064; Willmore F. Holbrow III, Reg. No. P41,845; Sheryl Sue Holloway, Reg. No. 
37,850; George W Hoover II, Reg. No. 32,992; Eric S. Hyman, Reg. No. 30,139; Dag H. Johansen, Reg. No. 
36172'- William W. Kidd, Reg. No. 31,772; Erica W. Kuo, Reg. No. 42,775; Michael J. Mallie, Reg. No. 
36,591! Andre L. Marais, under 37 C.F.R. § 10.9(b); Paul A. Mendonsa, Reg. No. 42,879; Darren J. MiUiken, 
Reg. 42,004; Lisa A. Norris, Reg. No. P44,976; Chun M. Ng, Reg. No. 36,878; Thien T. Nguyen, Reg. No. 
43,835; Thinh V. Nguyen, Reg. No. 42,034; Dennis A. Nicholls, Reg. No. 42,036; Kimberley G. Nobles, Reg. 
No. 38,255; Daniel E. Ovanezian, Reg. No. 41,236; Babak Redjaian, Reg. No. 42,096; William F. Ryann, 
Reg. 44,313; James H. Salter, Reg. No. 35,668; William W. Schaal, Reg. No. 39,018; James C. Scheller, Reg. 
No. 31,195; Jeffrey Sam Smith, Reg. No. 39,377; Maria McCormack Sobrino, Reg. No. 31,639; Stanley W. 
Sokoloff, Reg. No. 25,128; Judith A. Szepesi, Reg. No. 39,393; Vincent P. Tassinari, Reg. No. 42,179; 
Edwin H. Taylor, Reg. No. 25,129; John F. Travis, Reg. No. 43,203; George G. C. Tseng, Reg. No. 41,355; 
Joseph A. Twarowski, Reg. No. 42,191; Lester J. Vincent, Reg. No. 31,460; Glenn E. Von Tersch, Reg. No. 
41,364; John Patrick Ward, Reg. No. 40,216; Charles T. J. Weigell, Reg. No. 43,398; Kirk D. Williams, Reg. 
No. 42,229; James M. Wu, Reg. No. P45,241; Steven D. Yates, Reg. No. 42,242; Ben J. Yorks, Reg. No. 
33,609; and Norman Zafman, Reg. No. 26,250; my patent attorneys, and Andrew C. Chen, Reg. No. 
43,544; Justin M. Dillon, Reg. No. 42,486; Paramita Ghosh, Reg. No. 42,806; and Sang Hui Kim, Reg. No. 
40,450; my patent agents, of BLAKELY, SOKOLOFF, TAYLOR & ZAFMAN LLP, with offices located at 
12400 Wilshire Boulevard, 7th Floor, Los Angeles, California 90025, telephone (310) 207-3800, and James 
R. Thein, Reg. No. 31,710, my patent attorney. 
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APPENDIX B 



Title 37, Code of Federal Regulations, Section 156 
Duty to Disclose Information Material to Patentability 

(a) A patent by its very nature is affected with a public interest. The public interest is best 
served, and the most effective patent examination occurs when, at the time an application is being 
examined, the Office is aware of and evaluates the teachings of all information material to 
patentability. Each individual associated with the filing and prosecution of a patent application has 
a duty of candor and good faith in dealing with the Office, which includes a duty to disclose to the 
Office all information known to that individual to be material to patentability as defined in this 
section. The duty to disclosure information exists with respect to each pending claim until the 
claim is cancelled or withdrawn from consideration, or the application becomes abandoned. 
Information material to the patentability of a claim that is cancelled or withdrawn from 
consideration need not be submitted if the information is not material to the patentability of any 
claim remaining under consideration in the application. There is no duty to submit information 
which is not material to the patentability of any existing claim. The duty to disclosure all 
information known to be material to patentability is deemed to be satisfied if all information known 
to be material to patentability of any claim issued in a patent was cited by the Office or submitted to 
the Office in the manner prescribed by §§1.97(b)-(d) and 1.98. However, no patent will be granted 
on an application in connection with which fraud on the Office was practiced or attempted or the 
duty of disclosure was violated through bad faith or intentional misconduct. The Office encourages 
applicants to carefully examine: 

(1) Prior art cited in search reports of a foreign patent office in a counterpart 
application, and 

(2) The closest information over which individuals associated with the filing or 
prosecution of a patent application believe any pending claim patentably defines, to make sure that 
any material information contained therein is disclosed to the Office, 

(b) Under this section, information is material to patentability when it is not 
cumulative to information already of record or being made or record in the application, and 

(1) It establishes, by itself or in combination with other information, a prima facie case 
of unpatentability of a claim; or 

(2) It refutes, or is inconsistent with, a position the applicant takes in: 

(i) Opposing an argument of unpatentability relied on by the Office, or 

(ii) Asserting an argument of patentability. 

A prima facie case of unpatentability is established when the information compels a conclusion that 
a claim is unpatentable under the preponderance of evidence, burden-of-proof standard, giving 
each term in the claim its broadest reasonable construction consistent with the specification, and 
before any consideration is given to evidence which may be submitted in an attempt to establish a 
contrary conclusion of patentability. 

(c) Individuals associated with the filing or prosecution of a patent application within 
the meaning of this section are: 
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(1) Each inventor named in the application; 

(2) Each attorney or agent who prepares or prosecutes the application; and 

(3) Every other person who is substantively involved in the preparation or prosecution 
of the application and who is associated with the inventor, with the assignee or with anyone to 
whom there is an obligation to assign the application. 

(d) Individuals other than the attorney, agent or inventor may comply with this section 
by disclosing information to the attorney, agent, or inventor. 
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